GateManager™ Server model

9250
Installation STEP 2

This document describes how to configure the Secomea GateManager
server with the minimum of configuration.

The intended audience for this document is the GateManager Server Admin-

istrator.
Version: 4.0, May 2018

Applicable to GateManager version 7.0 or later

secbmed




Table of Contents
Document Version history 3

1. Introduction

1.1. Prerequisites for configuring according to this Guide

1.2. Related Documents 5

2. Login and perform basic configuration 6

2.1. Login to GateManager for the first time 6

2.2. Optionally upgrade GateManager to the latest version 7

3. Configuring GateManager environment settings 8

3.1. Define a Server Name and Browser Title 8

3.2. Enter/verify the Primary DNS server 9

3.3. Enter the Public Hosthame 9

3.3.1. Possible error messages when saving: 10

3.4. Configure mail settings 12

3.4.1. Mail configuration on GateManager 8250 12

3.4.2. Mail configuration on GateManager 9250 12

3.5. Check sending of mails 14

3.6. Specify the mail sender for Accounts and Alerts 15

3.7. Setup Server Administrator account(s) 16

3.8. Change password for Appliance Launcher (AL) access (Model 9250 only) 18

4, Ordering licenses and setup order information 20

4.1. Example of an Info Form: 21

5. Installing licenses 22

5.1. Activation License(s) 22

5.1.1.  Verifying if GateManager is Online 22

5.1.2.  Verifying that activation was successful 23

5.2. TLS certificate. 24

6. Web Server Certificate (Optional) 27

6.1. How to create and install a WEB Certificate (SSL Certificate): 27

APPENDIX A, Setting up Backup 29
FTP Backup 29

Troubleshooting FTP backup 29

SMB Backup (Model 8250 only) 30

Trouble shooting SMB backup (Model 8250 only) 31

APPENDIX B, Upgrading GateManager firmware 33

APPENDIX C. GateManager Hosting License 35

About the Hosting license 35

Installing the Hosting license 35

Using the distributor license features. 35

Ordering Demo Licenses 36

secbmed



APPENDIX D. Recover lost Server Administrator password 37

Recovery on GateManager model 9250 37
Recovery on GateManager model 8250 37
APPENDIX E. Manual installation of licenses 39
Server Activation License (Soft Dongle) 39
Notices 4

Document Version history
= 3.5 - Initial version

= 3.6 - Clarified difference between 8250 and 9250 in Section 4 (Cus-
tomer ID). Introducing this version history.

= 3.7 - Section 3.6 was corrected to clarify the “Account mail from” syn-
tax.

= 4.0 - Various changes subsequent to R7.0 and introduction of License
Portal for license distribution

= 4.1 - Clarify usage of Server Administrator account, 3.7

GateManager™ Server model 8250 / 9250 Installation STEP 2 Page 3 of 41

secbmed



1. Introduction

1.1. Prerequisites for configuring according to this Guide

This guide will assist you to configure the GateManager with the minimum of

settings, and which typically will be sufficient for running in production.

Prerequisites:

" The GateManager has been installed according to the document: Installa-
tion STEP 1 guide by the IT department or a person with IT authorities.
This document exists in a version specific to GateManager model 8250 or

9250

= Make sure that the following information is at hand before configuration
can be started. This information should be provided by the person that in-

stalled the server according to the STEP 1 guide:

Required information about the GateManager installation

<GM Address>:

The public identification that the
GateManager can be reached on from the
Internet and which Secomea uses to cre-
ate the Software License Dongle.

It is either a static IP address or a Fully
Qualified Domain Name (FQDN).

FTP Backup Share Credentials

This is optional, but highly recommended!

IP:
FTP dir.:
Name:

Password:

SMB Backup share credentials

Available for model 8250 only

IP Address:

SMB share:

SMB Workgroup:

SMB Directory:

SMB User:

SMB Passwd:
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1.2. Related Documents

The following guides are available from the Secomea partner website —
www.secomea.com

GateManager Server 8250 Installation STEP 0

This guide describes preparation of the Linux platform before
GateManager installation. If installing at a hosting center, the VM image
with a Linux installation with preinstalled hosting center tools may be pro-
vided. This guide uses CentOS as example.

GateManager Server 8250 Installation STEP 1

This guide describes the installation of the GateManager server on a
Linux platform. This step is typically done by the IT department.

GateManager Server 9250 Installation STEP 1

This guide describes how to deploy the GateManager 9250 virtual image
on a virtual hosting server.

GateManager Server 8250 / 9250 Installation STEP 2 (THIS GUIDE)

This guide describes the necessary steps to configure the GateManager
to become operational and to setup backup. The guide is intended for the
appointed GateManager Server administrator.

GateManager PREMIUM Domain Administration

This gives an overview of the daily administration tasks, such as organiz-
ing accounts and devices in Domains, provide specific access to specific
equipment, create Alerts etc.
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2.1.

Login and perform basic configuration

This section will focus on configuring the minimum settings required to make
the GateManager server fully operational.

In the following, we will refer to settings like <GM Address> or FTP server
credentials from the table in section 1.

Login to GateManager for the first time

To complete the next section, we assume that you can connect to the
GateManager Public IP address (private/local IP address can also be used).

We recommend the web browser Chrome for best user experience, or alter-
natively Firefox or Safari. Microsoft Internet Explorer (minimum version 9)
can be used, but Microsoft web browsers are generally inefficient for inter-
preting java scripts.

1. Launch the GateManager with the following url:

https://<GM Address>/admin
Default credentials are:
User name: Administrator (capital A)

Password: gatemanager

F.‘H GateManager

< C' | B s ™ o e fadmin |

acervrariage

Administrator Login

() certificata:

(3) Usar nama: |Administrator
O —

sechbmea
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2. When logging in, a splash screen will inform about the general server's current

status:

‘ Tree Files Licenses Server My Account About Logoff |
SRELEHLS G I \| [«|+ &-rooT
& Domain Activity Accounts Licenses Appliances Alerts Actions

Messages Relays Reports Audit

[ | ~

£ Trial Mode - No GateManager License installed
t. GateManager Soft Dongle missing.

& Using GateManager Trial TLS Certificate

luse| |Appliances totalon| [Ageni
t. Using default Appliance Launcher password. Gatelanager 3 3

L. Last Server Backup failed.

< >

v

M GoteManoger sechmea

#100% -

= Trial Mode. This indicates that the GateManager does not have a

unique TLS certificate installed. The GateManager will be fully func-
tional.
Installing a TLS certificate will give your GateManager a unique identi-
ty, which increases the security, as your SiteManager will then be
bound to this server and fully prevent man-in-the-middle attacks
through identity spoofing.

= GateManager Soft Dongle missing. This means that the
GateManager is running in DEMO mode. In DEMO mode, the
GateManager supports one LinkManager one LinkManager Mobile
and two connected Appliances (SiteManager or TrustGate). It is not
allowed to use GateManager for production purposes in DEMO mode.

Installing a Soft Dongle will remove the LinkManager limit, and in-
crease the max number of appliances limit (see Section 4 on page 20
for more info on ordering licenses).

= Using default Appliance Launcher password. The backend system
also called GateManager OS is still using default password. This
password is only used by the Appliance Launcher and which can only
access the GateManager OS by broadcast from the local network. Still
it should be changed to prevent unintended access. (Menu: Server >
AL Password).

= Last Server Backup failed. The backup has not been configured yet.
See APPENDIX A, Setting up Backup.

2.2. Optionally upgrade GateManager to the latest version

It is a good idea at this time to check if there is a newer GateManager
firmware version available (check the current version in the About section,
and check the Secomea website for a newer version).

A new GateManager version may include the latest bug fixes, support for
new appliance types etc.

Refer to APPENDIX B, Upgrading GateManager firmware for details.
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3. Configuring GateManager environment settings

To make the GateManager fully operational, you must configure the follow-
ing minimum settings on the GateManager:

= Define a Server Name and web browser title
= Enter/verify the primary DNS

" Public DNS name or IP address that is port-forwarded to the
GateManager.

= Setup and verify email relay settings.

= Create a new Server Administrator account and/or change the adminis-
trator account (new password and enable certificate). Also consider
making a new server administrator account for access by your Service
Provider.

3.1. Define a Server Name and Browser Title
1. Login with the default administrator account
2. Select Server > Config, and select Edit for the Basic Setup section.

E Tree | Files | Licenses _ My Account | About | Logoff J
E Status | Log IConfigI Certificates | Routes | Tools | Backups | AL Password i

-

GateManager Configuration

Basic Setup

Server Name:
Server Browser Titla:

Customer Id:

m

Server Serial Number:  |9250:00:0C:2%:96:AFDD

1. Enter a unique name for the server, and the information that should be
displayed as browser name when accessing the server using the
GateManager Administrator web portal and LinkManager Mobile. Select
Save.

E Tree 1 Files | Licenses | Server [ My Account | About | Logoff |

Status Log Config | Certificates | Routes 1 Tools | Backups | AL Password i
-

GateManager Configuration

Restart server: D

Basic Setup
Server Name: Acme_GMUIl
Sarver Browser Title: ’Acme GateManager 01

Customer Id: |

m

Server Serial Number:  |9250:00:0C:2%:96:AF.DD
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3.2. Enter/verify the Primary DNS server

The GateManager will need access to a DNS server, in order to resolve the
external hostname of itself (if used), and for resolving the mail relay server
and NTP server.

1. For model 8250 — DNS and NTP settings are configured as part of the
STEPO guide (settings are entered from the Linux command line).

For model 9250 - Under DNS and NTP Settings, ensure that there is a
valid DNS server entered. If the GateManager is receiving its WAN ad-
dress by DHCP, this setting will be automatically populated with the DNS
received from the DHCP server.

E Tree | Files I Licenses | Server _ My Account ] About ] Logoff J

Status Log Config | Certificates ] Routes I Tools ] Backups ] AL Password d

-

GateManager Configuration
<
} Basic Setup
» WAN [Public/Private) Interface Setup
» LAN Interface Setup

DNS and NTP Settings

»

Primary | | Dynamic Tl

DHS: [ sibeiand ] DNS Disabled

Secondary Sarvice:

DNS: Loboll Detect Nat L
Presence: =

Privata Dynamic L

Mastar 0.0.0.0 oS =

DNS: Hostname:

Master g;gami:

DNS .

Domain: Usarid:

Master Crynamic

DNS DNS | &

Subnets: Password: i

3.3. Enter the Public Hosthame

A\ Be aware that the Public Hostname is encoded into the activation license
(Soft Dongle) and changes to these settings may invalidate the license.

NOTE if no Public Hostname (FQDN) has been assigned to the server, then
you must enter the Public IP address in the External Public Hostname field.

1. Under WAN/LAN/Primary (Public/Private) Interface Setup enter the FQDN
(Fully Qualified Domain Name) or the Public IP address for this server and
press Save.

& Do NOT select Restart server yet!

Inizanlmimanluiicmesnn] sornr | st tcomt ot L conti]

h Status | Log | Mail | Config | Certificates I Routes | Tools | Backups | AL Password ‘

-

GateManager Configuration
Cancel Save Restart server: I:‘

¢ Basic Setup

m

WARN/LAN (Public/Private) Interface Setup

WAN External F
DHCF
Mode: |;| Public |gm.c:umpany.c:um
L 172.16.16.34 Hostnam
Address: R
Subnet 255 255 2 Public GTA 5
Mask: 255.255.255.0 Port 55000-50299
£ range:
AT AVA AT >

W GoteMaonager sectmea
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Note: The layout and title of this page varies slightly between
GateManager models 8250 and 9250.

3.3.1. Possible error messages when saving:

If the system reports Unknown hostname it can be related to the fact that no
DNS server has been configured, or the DNS server is not working.

In this case, you will have to contact the IT administrator responsible for the
GateManager installation and/or see the menu DNS and NTP Settings (for
GateManager 8250 see the STEPO guide, as the settings are controlled by
the Linux OS).

Tl T I ] o | )
[ Status T Log T Mail I Config I Certificates T Routes T Tools T Backups T AL Password -

-

GateManager Configuration

ERRORS IN CONFIGURATION -- NO CHANGES SAVED
ext_public_hostname: Unknown hostname: 'gm.company.com’

¥ Basic Setup

| * WAN/LAN (Public/Private) Interface Setup

WAN 5 External
Mode: PP [<] S
bis] Hostname:

" [172.18.16.34 |
Subnet Public GTA
Mask: = | port [s5000-50020
Default | ESnges

172.16.16.1 |

Gateway: Internal 14050 08 172.16.0.0/12 182.168.0.0/16
Et] Subnets:

W GaoteMonager sechmea

[ Tree T Files T Licenses I Server _ My Account T About T Logoff ]
[ Status T Log T Mail I Config I Certificates T Routes T Tools T Backups T AL Password -

-

GateManager Configuration

¢ Basic Setup

» WAN/LAN (Public/Private) Interface Setup

m

[ ~ DNS and NTP Settings ]

| Dymamic
DNS
Service:

Detect Nat

Primary
e [172.18.18.1

Second
Dhancan [.0.0.0 |

W GoteManager sechmea

You can use the Tools menu to speed up the troubleshooting process

o T T e T I
[ Status T Log T Config T Certificates T Routes I Tools I Backu

Trace and debug tools

Host: |gm. .com |P0rt: | |

[[Trace Route | [TCPFing | [(uDPFing |

GateManager™ Server model 8250 / 9250 Installation STEP 2
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2. When the settings have been configured and saved correctly, select the “Re-
start now” button.

[ Status T Log l Config ] Certificates T Routes T Tools T Backups T AL Password -
GateManager Configuration

#* Changed parameters pending reboot to tzske effect (active parameter iz shown in red)

¢ Basic Setup

3. The GateManager server will restart and will become online in less than a mi-
nute.

=T e Lo T I

[ Status T Log I Config ] Certificates T Routes T Tools T Bacl

SERVER RESTARTING! PLEASE WAIT...

(CCT ]

GateManager™ Server model 8250 / 9250 Installation STEP 2 Page 11 of 41
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3.4.

3.4.1.

3.4.2.

Configure mail settings

The ability to send email is absolutely essential to the GateManager!

Mail configuration on GateManager 8250

Model 8250 always uses the Linux systems mail client to either send or relay
mails. It is not configured in the GateManager menus. Refer to the STEPO
guide for details.

The only, but important, setting to configure in the GateManager menu is the
“Default Mail From” address. This consist of three parts that constitute the
full sender address format name <mailbox@domain> that recipients will
see in all mails sent from this GateManager.

l Tree Files Licenses Server Iy Account About Logoff J

l Status Log Rdail Config Certificates Routes Tools Backups Admins Advanced J

GateManager Conﬁguration
é Basic Setup

é Primary (Public) Interface Setup

é Secondary (Private) Interface Setup
#H Go To Appliance / Rel.
A Mail SettingQ

[Default Mail From:  |GateManager < do-not-reply @ secornea.com * }

Max SMTP Recipients: |25
Test Mail

To: hkk@secomes.com

From: |G: i t-reply A

| Send Mail |

W GoteManager sechmea

Refer to the light-bulb for further explanation.

Mail configuration on GateManager 9250

The GateManager 9250 has an integrated mail server, but can also be con-
figured to relay mail via an external SMTP server.

In the GateManager configuration click Edit and enter the Mail Settings
section.

Here you should consider as a minimum the “Default Mail From” and the Lo-
cal SMTP Domain.

Contact your IT administrator or you ISP for necessary information.

GateManager™ Server model 8250 / 9250 Installation STEP 2
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el T T I
I Status I Log ] &l ISSHf?_I Cartificatas ] Routes ] Toals I Eaclups I A Passsord _
Remitart server:

b il Bamic Setup

b g WANSLAMW (Public/Private} Interface Setup
b 4hy DNS and NTP Settings

» Y 6o To Appliance [

| [ Mail Settings'@

[Defdnﬂ Mail Fram: |Eateh1'hna.ger | = |do-not-r\epl\l | =) Iseoom-n..oom | ’l
[ Lacal SMTF Lamain; | 0o en. om I
HMail Relay Ha=l:

Aulhenlcalan Us=r:

Aulhanlcalan Pazmead:

HMail Relay uz=s TLE: oo

Refer to the light-bulb help for further explanation.

HINT: If you cannot get access to your corporate SMTP server, you can use
web mail services such as Gmail or Hotmail/Live-mail as relay. The following
example uses Gmail (you will need to have a mail account on the mail serv-
er, and the relay port 587 must be open outgoing in the corporate firewall)

B4 Mail Settings

L)

Default Mail Frorm: |Gate|'lﬂanager |{ |dn-nnt-rep|l,f

Lacal SMTP
Cornain:

Mail Relay
Host:

Authentication
User:

Authentication | __________ |
FPassword:

Mail Relay
usaes TLES: TS v *

NOTE: It has not been verified if using e.g. Gmail for large volumes of
emails would cause problems. So using such public mail services should on-
ly be used for demonstration purposes or as an interim solution.

|mai|.secumea.cum

Ismtp.gmail.cum:SE?

|memai|@gmai|.cum
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3.5. Check sending of mails

You should check with the Test Mail option that your settings are correct and

are accepted by recipient mail servers.

1. Enter the Mail Settings section and type your email and click Send Mail

(.4 Mail Settings

=

SMTP

List 127.00.1:25 i

A'jder;‘:s': Test Mail

Max SMTP

M:ﬁ Size: 1034 2 =g -

Max SMTP mail@secomea.com

Recipients:

Enable Fromi [oatemanager <do-not-reply @secomea. coms

SMTR

Debug:

| Send Mail |
L.
2. The resulting email would look like this:

GateManager Mail Test message Inbox  x & B
GateManager <do-not-reply= 10:30 AM (0 minutes ago) - A
to me [+
Hello

This is a GateManager Mail Test message
The guick brown fox jumps over the lazy dog
0123456789

2001 é83ad seed £OA

Best Regards

GateManager Server Administrator

HINT: If you are establishing a dedicated relay server for the GateManager
instead of using your existing corporate relay server, your emails could be re-
jected. Try sending to a Gmail or Hotmail/Live-mail account as described

above, and always check your Spam filter.
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3.6. Specify the mail sender for Accounts and Alerts

Starting from GateManager Release 7.0 there will no longer be any malil
sender options to specify from the Accounts or Alerts Settings. All “Mail
From” settings are handled from “Mail Settings”.

If you have changed the default setting for “Account Mail From” or Alert
“From Address” you will still see the fields being available.

It is recommended that you clear the contents of these fields, which will au-
tomatically let the “Mail Settings” take effect for all mail.

If you have a very special need for differentiating on the mails triggered by
alerts and account mails, you can leave the fields as is, but you should still
very strongly consider deleting the contents of the fields as shown below:

Delete “Account Mail From” if exists:

?b Account Settings

LM Mabile Idle Timeout: 50 minutes  Default Account Language: | English A
GM Partal Idle Timeout: 4a0 minutes  &ccount Mail Fram: Gate Manager-=na-reply@rmydamnain.com=- -I
&M Portal Tree Sort Limit [150 Blind Copy Mail Address:

&M Portal Table Sort Limit: (500 GM User Man Inactive: 10 minutes

Enable SMS Login: i LM Server Addrassze
Failed Login Max Atterpts: |3 SM Server Addressgf:
Failed Login Lockout Time: 120 saconds

Delete Alert “From Address” if exists:
£ Alert settings

Alert Language: English i

[Frnm Address: GateManager{no-r\epllll@m-,'dnmain.mmb—]
Elind Copy Ermail Address:

By deleting the contents of these fields you are assured that all “Mail From”
settings are handled by the Mail Settings described in the previous section.
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3.7. Setup Server Administrator account(s)

It is highly recommended to change the default Server Administrator account
password (gatemanager), to something stronger. It is also advisable to ena-
ble two factor login for the account by changing Authentication from “User
name and Password” to “X.509 Certificate..”.

However, if the account is changed to use X.509 certificate, and the certifi-
cate is lost (e.g. it could be discarded by the email server that receives the
email with the certificate attachment), you would lock yourself out of the
server completely. Therefore, it is highly recommended to create a new
Server Administrator account, before changing or disabling the default ac-
count.

The following explains the necessary steps:

1. Select the Tree tab, and enable viewing of user accounts, by clicking the
account icon so its background turns light blue. You will now see the ac-
count that you are currently logged in with displayed with a green back-

ground.
E Tree Files Licenses. Server My Account I About ] Logoff J
gt e8)5 4@ e & ¢+ &-roor
= ROOT
é— bt . _ Domain Activity Accounts Licenses Appliances
] ~TinyClients
QAdministrator[J Alerts I Actions I Messages I Relays I Reports I Audit

Customer Domain Overview -- FREE

Domain name: ROOT
Domain token: El e;
EzsyService Level: iy

2. Click on the Administrator account, and insert your own name and email
for the account. Select Save.

E Tree 1 Files | Licenses. | Server _ My Account I About | Logoff J
%% =& £l & ¢ ¢ = R - Administrator - drag to join: S

é—a RDOT__ E Account | Joined Domains ] Audit d
2] ~TinyClients
-

Account

Administrator
Name:

Account

Server Administrator
Role:

Account
Merrerr Default IZ|

Description:

Group j
Member: v

Person

Narme: lohn Doe

Email: John&acme.com

Change Password
-
<

] | 2

i} GoteMaonoger secdmea
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3. Standing in the Root domain, select Accounts and click the plus sign to

create a new account:

Files Licenses Server

Q)

My Account About Logoff

¢ (| &4 roOT

& RoOT [
a Administrator

Domain

Activity |i Accountsil Licenses T Appliances Aleris
Actions Messages T_ RelaysT Reports T Audit
2E(H)= = a

account

o O i e i 0 il

2013*12*
172.16.16.

selected 0 of 1

Server

hik@secomea-com 4y inistratar 1

E3 Administrator ()
22:0?:53

< m ] 3

4. Fill in the following minimum settings:

Tta@ﬁﬂﬁoé

q

& 73 ROOT []
"N

aAdmlnlstratDrO

= || =p ﬂ-[Newachunt]

Account ‘JDhnDDe I |
Mame:

funt | [server administrator |

Role: Server Administrator ﬂ

Lanaua

Languags: =

Description:

: -
mamper: | ?

P

fame; | lohn Doe |
Email: Johnd@acme.com |

Mohbile:

Person Info:

Dissbled: Auto-Disabl: 9
Last Login:

Created: 2013-12-18

Fenewsd:

Expiras:

Authentication :I ¥.508 Centificate (with password) = ]
Permanent v|
Mail Templats: | Use default [« ]

Message: g’)

Duration:

Daliver to: [ | @

Zip Format:

New password:

Repeat:

Auto pazsword: ]

W GateManager sechmea
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5. In the mailbox of the email you entered, you should now receive an
email with the certificate attached

GateManager X.509 Certificate for JohnDoe on Acme_GMO1 & |
Inbox  x
John Doe <John@acme.com= &= 12:11 PM (0 minutes ago) - v
to me |~

Hello John Doe

This mail contains a new X.509 certificate for the Secomea GateManager administrator login.
The password associated with the certificate will be infarmed to you verbally or in a separate
mail.

Save the attached file, JohnDoe.gme. in your Windows "My Documents” folder.

Follow this link to the GateManager administrator login screen: https:(172.16.16.246/admin
It/ prsgrupogdng Fa prglkars s fqesprors bt ThlprinAscesap il a syt

Best regards

JohnDoe.gme /

D 4K Download

6. You now have a backup Server Administrator account, and you can
safely change the password of the default Server Administrator account,
and also enable X.509 authentication for it, or you could even disable it.

A\ DO NOT LEAVE THE DEFAULT ADMINISTRATOR ACCOUNT
WITH THE DEFAULT PASSWORD, AS THE ACCOUNT IS EXPOSED
ON THE INTERNET.

Also consider creating a new Server Administrator for your GateManag-
er Service Provider, in case you want remote support for additional set-
up of the server.

3.8. Change password for Appliance Launcher (AL) access
(Model 9250 only)

Note: Model 8250 cannot be configured using the Appliance Launcher. Low
level network settings are configured directly in the Linux OS. See the
STEPO guide for details.

Select Server > AL Password, and define a new password.

[ Tree Files Licenses [_Ser\erh My Account

L Status Log Config Certificates Routes Tools Backups AL Password L

Change Appliance Launcher Password

New password:

Repeat password:

[ Confirm Password Change ] [ Cancel ]

Note that this is only for preventing unauthorized access to the GateManag-
er network settings from the local network of the GateManager.

The password is not used for accessing the GateManager Administrator web
portal, but used only for accessing a limited web GUI for the embedded OS
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on which the GateManager runs. All settings configurable by the Appliance
Launcher can also be configured from within the GateManager Administrator
web portal.

CONGRATULATIONS

If you have setup the GateManager according to the
previous sections, the GateManager will be fully operational
- but for demo or trial purposes only.

For operating the GateManager in production mode, you
should install license certificates as explained in the
following section.

For an introduction to the basic operation of the
GateManager Administrator interface, refer to this guide:

http://info.secomea.com/premium
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4. Ordering licenses and setup order information

By default, the GateManager is running in Trial mode, which means it sup-
ports only one LinkManager, one LinkManager Mobile and two connected
Appliances (Appliances being SiteManagers and/or TrustGates).

You will need to install an activation license (aka Soft Dongle) to unlock the
LinkManager and Appliance limits, and allow the GateManager to be used
for production purposes; you will also need a TLS certificate to prevent po-
tential man-in-the-middle attacks.

If you are ordering for a GateManager model 8250 skip to step 3. For a
model 9250, proceed with the following steps to set Customer ID.

1. Enter the Licenses menu

l Tree Files | Server My Account About Logoff J
Setup Customer ID

The Customer D is a text string that uniguely identifies this CateManager server.

Itis used by the server to generate a unique License |D which identifies the server
when ordering licenses for this server. 5o, once defined, it cannot be changed.

Typical format is COMPANY-DEPARTMENT-MAME - .g. Secomea-Hosting-GMOT1.
Do not use national characters in the string, and limit it to max. 50 characters.

[Customer 1D: |Acme-gmOl 1

Notice: Server will restart when you press Save.

i GoteMonager secomeq

2. The First time you enter the menu you will be prompted to enter a Customer
ID that will give your GateManager a unique identification

Press Save and the GateManager will automatically reboot.

3. Enter the menu Licenses = Order. You now have two options:

l Tree Files Licenses Server My Account About Logoff J

[ Status Shortage Install Order J

Order Licenses
Select| License Portal |only if your point of puchase has informed you to use this.

If not, or if in doubt, fill inthe | Info Form | (opens below] to provide needed information to your point of purchase.

B GoteManager sechmea
You will be using the License Portal if you have been provided with a login for
the portal.

Otherwise press the [Info Form] button and fill in the form. The form will be
mailed to your point of purchase including the necessary information about
you GateManager, in order to create your license keys.
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4.1. Example of an Info Form:

Licenses My Account | About | Logoff |
(S [ svonne [ | oo I
Order Licenses
Select only if ywour point of puchase has informed you to use this.
If not, or if in doubt, fill in the {opens below) to provide needed information to

your point of purchase.

License Purchase Information
Use this form to submit information to your peint of purchase in relation to your license order.

MOTE: This form is not your official purchase order, but only a specification of your current
account status to ensure creation of the correct licenses.

Your point of purchase:

Company: Distiburtor X

Contact: My sales guy in contact

E-mail: accounting&Edistributor.com

Order Reference;

GateManager Model: 3250
Hostname (FQDN): gm.acme.com
LicenseID:: gRCjs3I0CRBycHNSIsoq? N2ZP-1EF

Order number: 20164321

Your own purchase order number related to this info submission

Your company: HAcme Inc

Your name: Mr. X

Your E-mail: SUpportEacme. conm
Comment:

Your current account and license status:

TLS Certificate: DEMO mode

Erere—
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5.1.

5.1.1.

Installing licenses

Activation License(s)

If the GateManager is online (connected to the Internet), Activation Licenses
will automatically be installed on the GateManager by the License Portal
(The order in the License Portal may have been entered by you or your point
of purchase)

Verifying if GateManager is Online

If Online the GateManager is capable of being automatically activated and/or
having additional licenses automatically installed by the License Portal.

Check if the GateManager is Online Under Server - Status:

E Tree | Files | Licenses | Server | My Account | About | Logoff J

E Status | Log | Mail i Config | Certificates i Routes | Tools | Backups i AL Password i

Attention needed!

5} Using CateManager Trial TLS Certificate

GateManager Status

Server time: 2016-07-04 22:24:52 (20:24:52 UTC)
Firmware version GateManager 9250, w3250_7.0.16267
Serial number: 92350:00:0C:29:22:7B:0:AC1010C2
License ID: gRCjs2I0CRBycHNSIs0q7 N2P-1EF

Last backup: 2016-07-04 04:02:00

[ GateManager: Connected to Service GateManager at 192.242,155,100 (tls) !

Database Usage: | © o

Database Memory: 250 MB

Disk Usage: | N O o
Database Storage: i KB

Audit Log Storage: o MB

Firmware Storage: 0 MB

Internal Backup Storage: 0 MB

Domains: 3
Accounts: 1
Appliances: i
Alerts: o
License Poals: 20
Messages: a

[ Refresh ” Compact H Backup ” More >=

If your GateManager is not online, the email from the License Portal confirm-
ing the order will have the licenses attached for manual installation.

The same email will contain instructions for installations. If in doubt, refer to
APPENDIX E. Manual installation of licenses
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5.1.2. Verifying that activation was successful

Before Activation the “Max. Appliances license” in the tree view will be red

and show “0”.
l Tree I Files I Licenses I Server _
2% e 8 E L e < Q

Standard Poal (S50 Client #fffff)
q 1 standard Pool (LinkManager 2ffffff)

q | standard Pool (LinkManager Mobile 2fFF
[Ek“' secomea.com & secomea.com - 143.251.223.2

After activation this value will be 25-5000 according to the ordered
GateManager license agreement.

In ordering the GateManager with EasyService the value will show 5000. If
you have ordered Limited Service agreement, you would have started out
with an Appliance license of 25 and the screen will show:

l Tree ] Files I Licenses ] Server _

CIASEIR N Q

Standard Pool (55L Client ZfFFFf)
q ! standard Pool (LinkManager 2ffffff)

q ! standard Pool (LinkManager Mohbile #fff)
EE;“" sgcomea.com @ secomea.com - 148.251.223.2

Max Appliance Upgrades under the Limited Service agreement can be pur-
chased separately, and are installed the same way.

If additional licenses were ordered, they will be show with the order number
as description:

l Tree I Files I Licenses I Server _
AR EIN I Q
=1 & ROOT mEm

—a Administrator ()

—q 25 Max. Appliances (GateManager #1)

—q ! Stzndard Pool (35L Client 2FFFF)

—q | standard Pool (LinkManager Zffffff)

—q ! standard Pool (LinkManager Mohile 2ffffff)

_:a '=313131331 ¢ (LinkManager Mobile #2)

—q 1 =313131331 ¢ (LinkManager Mohile £1)

—q 1 =313131331 ¢ (LinkManager #1)

—q 1 =313131331 ¢ (LinkManager Mobile #3)

—q 1 =313131331 ¢ (LinkManager Mobile £5)

—q 1 =313131331 # (LinkManager Mabile £4)

%‘ =313131331 # (5iteManager Em bedded Extended,

¥ secomea.com @ secomea.com - 148.251.223.2
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5.2. TLS certificate.

Even if your GateManager is online and the activation license(s) were in-
stalled correctly, you will have to install the TLS certificate manually.

When logging into the GateManager, you will see the following information:

E Tree 1 Files ] Licenses ] Server | My Account ] About I Logoff J
S ERH L& ¢ = dh-ROOT

é— Domain Activity Accounts Licenses Appliances
[ ~TinyClients
anner Server Administrator (Mr. X) Alerts I Actions I Messages I Relays I Reports ] Audit

Gﬁ"jhs.gatemanager.r_om - 6495642

| »

Customer Domain Overview -- FREE

[ Using GateManager Trial License] |

& Last Server Backup failed.
Appliance

GateManz

8250
4

LinkManager 1
SS5L/VEN 1

4 I

4 n r

A GoteManoger secomea

The GateManager is fully functional, but "Trial License" indicates that it is not
advised to run the GateManager in production mode, as it may be prone to
man-in-the-middle attacks.

You will receive the TLS certificate file as attachment to an email from the
License Portal. The same email will include the following instructions.

1. Save the ZIP file attachment from the email to your computer

(If you cannot locate the email, and you have an account on the License Por-
tal, you can login and download the file from the Order History)
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2. Inthe GateManager Portal enter the menu Server --> Certificates and scroll to
section TLS Certificate.

[ Tree T Files I Licenses I Server _ My Account I About T Logoff I
[ Status I Log I Config I Certificates I Routes I Tools I Backups I AL Password -

-

Server Certificates

Local CA Certificate - Installed ¥

The local CA certificate and private key
are used to authenticate user accounts
created on this serwer.

It is normally created when you install or
upgrade the GateManager serwver.

RN

TLS Certificate - Using Trial
license certificate

§

The TLS certificate and private key are
used te authenticate appliances (e.g.
SiteManagers) cennecting on this server.
The GateManager comes with a Trial
certificate shared by all freshly installed
GateManager servers; please contact
wour

Secomea representative to cbtain a
unique TLS certificate for your
GateManager server (or serwersh

Once the unique TLS certificate has been
installed, any SiteManager connecting to
wvour serwver will be lecked to your
serwver(s), which ensures that necne can

hijack your Sitel'ulaiagers.

B GoteManager sectmea

3. Select Install and upload the zip file (you should NOT unzip the file prior to the
upload).

[ Tree T Files T Licenses. I Server — My Account T About T Logoff ]
[ Status I Log I Config I Certificates I Routes I Tools I Backups I AL Password _

ueiele iC
Install TLS Certificate
TLS Certificate - Using Trial Upload cert (max 47 HB)![ Browse_ | gmils-cen04C0.zip ] [ Uglead l Caneel ]

license certificate

- X “Wou wil need to restart the server for this change fo take effect.
The TLS certificate and private key ars

used to authenticate appliances (e.g.
SiteManagers) connecting on this server.
The GateManager comes with a Trial
certificate shared by all freshly installed
GateManager serwers; please contact
your

Secomea representative to obtaina
unique TLS certificate for your
GateManager server (or servers),

Cnce the unigue TLS certificate has been
installed, any SiteManager cennecting to
vour server will be locked to your
serveris), which ensures that ncone can
hijack your SiteManagers.

il GateManager sectbmea
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If successful, you will receive this message:

Cernt gm-tls-cert-04C0 zip unpacked

The TLS certificate is now installed:

l Tree I Files. T Licenses I Server _

[ Status I Log I Config I Certificates I Routes ] Tools I Backy

wou delete the Legacy CA ce‘rtificate. -

TLS Certificate - Installed ¢

The TLS certificate and private key are
used to authenticate appliances (e.q.
SiteManagers) connecting on this server.
The GateManager comes with a Trial
certificate shared by all freshly installed
GateManager servers; please contact
wour

Secomea representative to cbtain a
unigue TLS certificate for your
GCateManager server (or servers).

Cnce the unigue TLS certificate has been
installed, any SiteManager connecting to
wour server will be locked to your
server(s), which ensures that noone can
hijack your SiteManagers.
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Web Server Certificate (Optional)

The GateManager is now fully functional, but you will notice a https security
warning in your browser address bar when logging in (& bxS.//). This is be-
cause the local CA certificate that is auto-generated for this GateManager
installation is used as Web server certificate, and is not signed by a publicly
recognized certificate authority.

The Web Server certificate and private key are used to authenticate your
server when accessing the server from a browser with the HTTPS protocol.
If you do not use a Web Server Certificate issued by a publicly recognized
certificate authority, the browser will issue a SSL warning of some form,
warning users that the identity of your GateManager server cannot be vali-
dated. You can use the "Make CSR" button below to create a "Certificate
Signing Request" file suitable for ordering a properly signed certificate.

®= No WEB Server Certificate:
(% b=/ tg 260.dyndns.org/admin
= Using standard SSL Certificate:
& https://gm21.secomea.com/admin
= Using SSL Certificate with EV (Extended Validation)

() Secomea A/S [DK] | https://gm07.secomea.com/admin

6.1. How to create and install a WEB Certificate (SSL Certifi-

cate):

1. Make a CSR file on your GateManager (requires GateManager v.5.4 or lat-
er) — The CSR file is a 2048 bit format.

l Tree Files Licenses Server

My Account

About Logoff J

l Status Log Config Certificates

Server Certificates

Local CA Certificate - Installed ¥

The local CA certificate and private key
are used to authenticate user accounts
created on this server.

It is normally created when you install or
upgrade the GateManager server.

View

Web Server Certificate - Using
local CA certificate

The Web Server certificate and private key
are used to authenticate your server when

accessing the server from a browser

with the HTTPS protocel. If you den't use a

Web Server Certificate issued by a publicly
recognized certificate autherity,

the browser will issue a 551 warning of

some form, warning users that the ide g
of your GateManager server car

Signing Reque
crdering a pr signed certificate.

Install | Make CSR

Routes Tools Backups AL Password J
Create "Certificate Signing Request” File
Enter the server information for the new web server certificate
Company
City
State
Country [two letter code)
Email
Bublic Hostname

B GoteMonoger sechmea

GateManager™ Server model 8250 / 9250 Installation STEP 2

Page 27 of 41

sechbmea



2. Find a certificate provider of your choice such as GeoTrust, GlobalSign,

Thawte, AlphaSSL etc. You will use the CSR file just generated in this pro-
cess. Look for SSL Certificate or a WEB Server Certificate. If a Server plat-
form is needed in the selection process you can specify e.g. Apache.

Note: When you apply for a certificate by the authorization service, the
FQDN you provide as the GateManager's FQDN must match exactly the
entire FQDN configured in the GateManager. Also the format of the cer-
tificate must be SHA-1 or SHA-2, and it should be a .PEM format (or al-
ternatively PKCS #8).

This is an example of requesting the certificate:

Help & Support |(-) Fsedback =

®Othawte”  Trial ssi certificate

> 3 CSR

CHAT WITH US 9
A Representative is Standing By,

Trial SSL Certificate > 1) Optons 2} 7e

Enter Certificate Signing Request (CSR)

Select server platform: @ \What does a CSRlook like? Total: US $0 (Free Trial)

ApacheSSL

Validity period: 21 days

R
BRI e
x
Paste Certificate Signing Request (CSR): @
—BEGI CERTFICATE REQUEST— =
WICICCA Y CAQAWCDEL . = @ GenerateaCsR
GoydCBUZWH
A Cerificate Signing Request (CSR) is =
= generated from your server and s your

LiTedtesEGE: an servers nigue “ingerprint. When

generating your CSR, note that your CSR

| has a minimum oit length size limitation of

i 2048 bits. Use the link below to leam how
to generate your CSR.

How to Generate a CSR >»

gifgkvVgPONTwOL
i

gesKhulellal

CHAXUWN.\AKGMUGEwDU.\Mw;:tVRDPEADDAngMEéGmUﬂEuDXMBWBE:SNM:HEv

i 4

Paste in the teXt fotal: US $0 (Free Trial) < Back Cancel Continue
from the CSR file

lotices Privacy Repository ©2013 Thawte, Inc. All rights reserved.

22394520 Fl Feedback

7218192802 Renewals 1888.4242883  Support: 1-850-426.7400 | Tall Free

‘e TRUSTe

Secur

by,
@maio U
fot-i0-5

L]

3. You will most likely receive emails with instructions on how to proceed. Im-

portant is that you receive an SSL certificate that you can install as follows:

My Account | About | Logoff

E Status | Log | Config | Certificates | Routes | Tools | Backups | AL Password

Install Web Server Certificate From the mail: past in all the

certificates. In this case itis:

Legacy CA Certificate
If the current GateManager server was upgraded from a Signed Certificate (PEM or CER):
GateManager version 4.1, the Legacy CA cemtificate is used to
authenticate user accounts that have been migrated from the old
GateManager database
If you don't have any GateManager 4 accounts, or once all such
accounts have been issuzd new certificates, you should
you delete the Legacy CA certificate. IVARgb24gU2 Vi
NOIF EOLERTEN mFUTZ

LIEAMCES AT UEAX M G2 RIFRYSWFS FNIYZ Vs ZS ETZKI2 XI5 U mSveCEDQTCY
ASIWDQYIKSZIeNAQEBS0ADIIEPADCCAGSCOEBAMLSKYC [0CRCr80s
G085 vP- SHAERYTLE

u P /o
NERD1QmYWIEOG2 - oy /BUNTVEUAT was/cpK KISR0 WENROJ
FlmphgTuBLYV Fevnod 203 80 XugngBDyKCPZeOF M7 HisSRu

Your Thawte trial SSL certificate

Thawte Trial Secure Server
Intermediate CA

Baste server certificate - followed by sny intermesiats CA cerificate)
1 OVowgalxCzAJEgNVEAYTAI

Thawte Test CA Root certificate

TLS Certificate - Installed ¥

The TLS certificate and private key are used to authenticate
appliances (e.g. SiteManzgers) connecting on this server

The GateManager comes with a Trial certificate shared by all
freshly installed GateManager servers; please contact your
Secomea representative 1o obtain a unique TLS certficate for your
GateManager server (or servers),

Once the unique TLS certificate has been installed, any SiteManager
connecting to your server will be 1ocked to your

server(s), which ensures that ngone can hijack your SiteManagers

(web Server Certificate - Using local CA certificate]

The Web Server certificate and private key are used to authenticate
your server when accessing the server from a browser

with the HTTPS protocol. If you don't use a Web Server Certificate
issued by a publicly recognized certificate authority,

the browser will issue a SSLwarning of some form, warning users
that the identifly of your GateManager server cannet

be validated. You can use the Make CSR button below to create 2
“Certificate Signing Request” ile suitable for

properly signed certificate.
I make cs ]

Restart Server

I

QUIOYEHsLNur] 821572485 pAzyS VaxyFNM 0BsoCFLXk:, k27,
AWEARINC

BEVEFAVC:
QevijNun W 71e11 Jy5=oDy
i pq 4EnC:
g K3 SpTLVImSCYWED /-~ o6
Tezmk-KBFVK] '%0r7koALVEIDR2 oL 7 E
1Y p1 DKL
YOIPEFIQUCHEX XA -

——END: CERTIFICATE —

Private key (PEM):

Use privats key generated by "Maks CSR' command

You will need to restart the server for this change to take effect.

M GoteMaonager sectmea
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APPENDIX A, Setting up Backup

Backup will ensure that you can recover GateManager data including the da-
tabase and the GateManager settings/licenses. This does not include a
backup of the appliance firmware in the Files section.

Note: If running GateManager virtualized it is advised to take a backup of
the server host once and for all. Stop the GateManager virtual machine and
take a copy of the images (a so called “year-0" copy). In case the entire
GateManager server need to be restored you just have to restore the “Year-
0” copy and restore the data-backup (More details on restoring a “year-0”
backup can be found in the STEP 1 guide).

FTP Backup

A clear advantage of FTP backup is that the FTP server does not have to be
in the same location as the GateManager server and thus subsequently rep-
resents an additional security measure in the event the server physically
disappears.

Select Server = Config and expand the Server Backup section.
Fill in the FTP settings according to the information. Press the [Save] button.
It is not necessary to restart the server.

l Tree Files Licenses Server My Account About Logof

l Status Log Config Certificates Routes Tools Backups AL Password

GateManager Configuration
Restart server:
Basic Setup
WAMN/LAMN {Public/Private) Interface Setup
DNS and NTP Sattings
Go To Appliance / Relay Settings

Server Backup

I f ]
Craily FTP 7

Backup z Backup

e— uTC [0.23]

FTP Host: [192.168.100.200
Keep local |3 ETE
backups days

\/store ‘gm0

Clirectory
FTE User: aemebackup
FTR

Pzssword

Troubleshooting FTP backup

When an FTP backup is configured, a backup to the FTP server will be
scheduled to run at 04:00 every night. For testing you can perform a manual
backup as shown below.

Select Server - Status and press the [More] button to see the latest back-
up log. Press the [Backup] button to manually start a backup process.
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E Tree i Files | Licenses I'Serveri_ My Account | About | Logoff J

E‘ Statusli Config | Certificates | Routes | Admins | Advanced ﬁ
-~

GateManager Status

Server timme: 2012-06-13 16:44:52 (14:44:52
Last backup: 2012-06-13 16:44: 36

Databasze Uzage: [N
Catabase Memory: 250 MB
Catabasze Storage: 1161 KB
Firmrmware Storage: 7 MB
Audit Lag Starage: 2 ME

Cormains: 1057
Accounts: 454
Appliances: 3612
Alerts: [
License Poals: 7
Messages: u]

[ Refresh ] [ Compact ] [ Backup ][[ More == ]I

e N N SN N e N N N i N N N N N

———————————————————————— Last Packup Log ————-————————————————————————

Current sudit log disk usage: £ MEB (8 months)

Bemowving backups older than 3 days

S8tart Backup backup/gm.201Z2-06-13-14:44:23 tgs: Wed Jun 13 1&6:44:23 CEST E01:z

EBackup done: -rw—r-—-r—-- 1 root root &76EZ805 Jun 13 16:44 backup/gm. Z01Z-06-13-14:44: 23 _tg=
Start backup =xport

Start Exporting Backup. ..
-

-
Copy¥sFTP to 17Z.16.15_11: farraylsfcpbackup/qul78/daily—1.tg=
FTP EBackup succeeded
Exporting Backup Done: Wed Jun 132 l&:44:3& CEST 2012

———————————————————————— S¥Stem progesSSes ————-—————-————————————————— i

[(_l 111} [ll

W GoteMonoger sechmea

The Last Backup Log will potentially show an error, originating from before
the FTP backup was configured.

When the backup has finished it must show "FTP Backup succeeded" fol-
lowed by "Exported Backup Done".

SMB Backup (Model 8250 only)

Note: Support for SMB backup is possible, but generally not recommended.
Use FTP if possible.

Since the SMB backup feature is not fully supported, it is recommended that
the share is made to match the settings of the share shown in example be-
low.

Select Server = Config and expand the Server Backup section.
Fill in the SMB settings according to the information in the table from the In-
troduction section.
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[ Tree I Files I Licenses I[Ser\rer]_ My Account I About I Logoff ]
[ Status ]m‘] Certificates I Rouies I Admins I Advanced _
~

GateManager Configuration

Restartserver: []

Basic Setup

-

-

pPrimary (Public) Network Interface

-

Secondary (Private) Network Interface

-

Go To Appliance / Relay Settings

Server Backup

FTP SME

Backup: Backup:

FTE Host: [172.16.15.11 | SME Share: |//172.16.15.12/backup/

TR SMB

Directary: |farraylfftphackup!gm1 TEa Workgroup: | |
SMEB

FTP U i SECOmEd

sers | | Direchory: |#gmbackup

FTP

Password: SMB User: |secnmea |
pase
Password:

[v]

W GoteManager sechmea

Trouble shooting SMB backup (Model 8250 only)

When an SMB backup is configured a backup will be scheduled to run at
04:00 every night. For testing you can perform a manual backup as shown
below.

Select Server - Status and press the [More] button to see the latest back-
up log. Press the [Backup] button to manually start a backup process.

[ Tree I Files I Licenses ]_ My Account I About I Logoff '

li S5tatus iI Config I Certificates I Routes I Admins I Advanced —
~

GateManager Status

Server time: 2012-06-13 16:44:52 (14:44:52
Last backup: Z012-06-13 16:44: 36

Databasze Usage: [N
Database Memory: 250 MB
Databasze Storage: 1161 KB
Firmmware Storage: 7 MB
Audit Log Storage: 2 MB

Carmains: 1057
Accounts: 454
Appliances: FE12
Alerks: [
License Poals: 7
Messages: o

———————————————————————— ackup Loy —————-————— - —

Current audit log disk usage: 2 ME (& months)

Pemoving backups older than 3 days

Start Packup backup/gm.Z201lE-0&-12-14:44: 22 . tgz: Wed Jun 132 le:44:E32 CEST Z01E2

Backup done: —-rw—-r—-—-r—— 1 roob roobt E76EZ80E5 Jun 13 1l6:4d backup/om.  E01Z-05-12-14:44: 23 _tg=
Etart backup export

Start Exporting Backup. ..

P e e B R it

- L S

Copy FTP to 17Z.16_15_11: farraylsftpbackup/oml78/daily-1_tg=
FTF Backup succeeded

Exporting Backup Done: Wed Jun 13 l6:44:35 CEST 2012

———————————————————————— Svstem processes ———-———————————————————————— [

[(_] 111} I [l]

W GateMonoger sechmeaq
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When the backup has finished it must show "SMB Backup succeeded" fol-
lowed by "Exported Backup Done".

= Example of a successful SMB backup:

| Tree Files Licenses Server My Account About Logoff |

| Status Config Certificates Routes Admins Advanced |

———————————————————————— Last Backup Log ————--————————-——————-——-——— ]
Current audit log disk usage: Z ME (8 months)
Bemowing backups older than 3 days
Start Backup backup/gm_201Z-06-13-17:11:28.tgz: Wed Jun 13 19:11:29 CEST 2012 [: 1
Backup done: —rw-r--r-- 1 root root 676E814 Jun 13 19:11 backupsgm.Z01Z-06-13-17:11:Z8. tgs b
Start backup export
Start Exporting Backup. . .
Domain=[RDMNAS0Z] 08=[Tnix] Server=[Z%amba 2.0.E24-1_ZF 08STECH]
NT_STATUS _OBEJECT NAME HOT_ FOUND cpening remote file 'gmbackup' READHE. THT
Copw/8ME to (F17Z.16.15 12 /backup/: fgubackup/daily-1._tgz
Copy/SME to fF1l72_ 1615 1Z/backup/: gubackup/monthly-1.tg=
Domain= [RDMNAS0Z] 08=[Unix] Server=[Samba 3.0.Zd4-1_ZZ 0SETECH]
putting file fusr/localfgatemanager /backup/gm.E01Z-06-13-17:11:28 tygz as ‘gubackupidaily-1l.tgz (6571.5 kh/s) iawver
putting file Ausr/local/gatemanager/backup/gm. Z01Z-06-13-17:11:28 tgs as ‘gumbackupimonthly-1.tgs (7637.3 kbys) iav
putting file BEADME.THT as ‘gmbackup'PREADME.THT (E32.5 kbis) (average 70742 kb/=)
getting file ‘egmbackup’README. TKT of size 55 as SME_OE (1%.1 kb/s) {awverage 15.1 kb/=)
BME Backup succeeded
Exporting Backup Done: Wed Jun 13 19:11:38 CEST EZ01E
———————————————————————— S¥stem Processes ——-- - - oo —-—o———————-—-—————
PID TTY STAT TIME COMMALNLD
13 gs 0:00 imit [3] ™
< - - oo A, 5
B GoteMonager sechmea
= Example of a failed SMB backup:
The SMB Backup failed with the text smbclient: command not found —
this indicates that the Samba Client required for this task is not in-
stalled on the GateManager server.
———————————————————————— La=zt Backup Loy ————-———--"-"—"-"—""""""""""—"—"————
Current audit log disk usage: 3 ME (£ months)
Bemowing backups older than 2 days
Start Backup backup/om._Z012-06-13-17:38:5]1 _tgs: Wed Jun 13 19:38:5Z CEST Z01z
Backup done: -rw-r--r-- 1 root root 771032154 Jun 13 1%:41 backup/gm. Z012-0&5-13-17:38:E51_tog=
Start backup export
Start Exporting Backup. ..
binfexport_backup.sh: line 243: [smbclient: command not found ]
E—
ERROER: SME Backup Failed
Solution: To solve this problem you will have to contact your IT Ad-
ministrator who installed the GateManager. The solution is to install
the smb-client using the following command on the Linux command
line:
# yum install samba-client
Follow the instructions on the command line. This process requires
that the GateManager Server has access to the internet (TCP:80).
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APPENDIX B, Upgrading GateManager firmware

Check the “About” tab in the GateManager Portal for the currently running
version. If a newer version exists on the Secomea web site, you may want to
continue with the following

= Firmware for GateManager model 9250 is in the format:
V9250 xxxxx.ffs

® Firmware for GateManager model 8250 is in the format:
Secomea_GateManager_Installer_x.X.Xxxxxx.tgz

(xxxxx denotes the firmware/build version)

1. Select Files > Firmware and press the plus Icon

E Tree Licenses | Server
E Status Qirm'.'.'ar'en Templates | Scripts | Public | Logos | Terms | Plugins | Audit —

-

Firmware Repository B

2 @)

» GateMs [netall new firmware

My Account | About | Logoff J

m,

W GoteMonager sechmea

2. Press Choose File and browse for the file (.ffs file or .tgz file depending on
GateManager model) and press Upload:

E Tree I Files | Licenses | Server e My Account I About | Logoff J
E Status | Firmware | Templates | Scripts | Public I Logos | Terms | Plugins | Audit i

Firmware Repository

P Il=

Upload firmware (max 47 MB) H ] 5
Comment: Uplcad Cancel —

¢ GateManager Firmware

A GoteMaonager sechmea
Wait for the firmware to be uploaded.

3. Select the Tree menu and click on the “Show Appliances” Icon in the top
Icon-list, and the GateManager server should be listed. In this example it is
called “gm.acme.com - ....”
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4. Press the [Upgrade] button

My Account | Apowt | Logorr ||

-gm.acme.com - 172.16.16.87 in& ROOT

I Tree Files | Licenses Server
% s 8 Hade Q) [e[= &
=3 ROOT EE I Appliance
I (4 gm.acme.com - 172.16.16.37
Name:

Alerts | Actions | Audit

gm.acme.com - 172,16,16.87

Product:  GateManager 9250
Serial: 9250:00:0C:23:3B:AF:DD
Created:  2013-12-13 20:04
Source [P: 172.16.16.87
Firmwars: gm:13381 upEr:vBZSD_LBBEL-
(=% GateManager GUI | - [ = Debug Console | - Disable | [ @ Delete | [ (& Fing |
GoTo DEVI(.E (telnetj
Last 2013-12-19 13:09% eonds ago) Next: 13:18:31
heartbeat:  (in 04:13) @
Hostname:  gm.acme.com
Public IP: 172.16.16.87
Total: 2
Connactad: 0O
Appliances: 1
Device o
Agents:
Device
Relays: &

Server Relays: 0
LinkManagers: 0

| »

m

-

W GateMonager sectmea

5. Press the [Upgrade] button next to the relevant firmware

I Tree I Files I Licenses T Server _ My Account T About I Logoff ]

FrEs e e
(= 3 ROOT EA

gm.acme.com - 172.16.16.87

e

L[

@ vI250_14265.ffs Build no. 14265 7366 KB 2014-11-19

GateManager VM 9250:

Current

@ v3250_14455.ff= Build no. 14455 7412 KB 2014-11-21

[¥] Reboot when finmware upgrade completes.

if GoteMonager sectmea

6. Upgrading the server will only take a few seconds and Upgrade in progress

is shown on the screen.

JQrararm 22 frearar,

PR ) (¢|+ &7

-gm.acme.com - 172.16.16.87 in a RCOT

= <9 ROOT B

(. om.acme.com - 172.16.16.87

l Appliance I Alerts I Actions ] Audit

Name: gm.acme.com - 172,16.16.87

Product: GateManager 3250

Serial: 5250:00:0C:259:9B:AF:DD

Created: 2013-12-18 20:04

Source IP: 172.16.16.87

Firmware: gm:12221 oper:vS250_1446f Upg.rzdempmgrass

17 GateManager GUI ] - | =% Debug Cnnmle.] [)(Dl;anle.] L Dele.te] [ ® ng] A
Last 2013-12-19 13:09:17 (6 minutes 18 seconds ago) Next:
heartbeat: 13:18:31 (in 02:46) @

Hostname:  gm.acme.com

Public IP: 172.16.16.87

Total: 2

Connected: 0

Appliznces: 1

Device o

Agents:

Device

Relays: o

=

B GateManager sectmea

7. After that the server is upgraded, it is advisable to logoff and login again, and
also click to refresh [F5] your browser cache.
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APPENDIX C. GateManager Hosting License

About the Hosting license

The Hosting license is only used for a GateManager server of an appointed
Secomea distributor, and where the GateManager is used as hosting server
for customers of the distributor.

The Hosting license allows the distributor to define domains as Customer
Domains. Subsequently the customer will be able to see the EasyService
maintenance level on his domain (EasyService level is typically calculated
based on the number of SiteManagers, LinkManagers and Domain Adminis-
trators in the customer domain)

On a monthly basis the administrator accounts in the customer domain, will
receive an audit report of contents of the domain. Concurrently the upper
level Distributor and Server administrators will receive a summary report of
all customer domains.

This report is used to calculate the customer's EasyService level according
to the Secomea price lists.

You can order a Hosting license for an already installed GateManager server
in the License Portal. There is no specific order form for the Hosting license.

Installing the Hosting license

The license would typically have been automatically installed by the License
Portal. If the GateManager was not connected to the Internet when ordering,
you can follow the steps in APPENDIX E. Manual installation of licenses

Note that when in production the Hosting GateManager must be allowed to
remain connected to the Secomea Audit GateManager.

Using the distributor license features.

You should always use the License Portal to order Starter Packages for your
customers. This will automatically create domains and accounts

If you have reasons to add a customer manually without setting up a Starter
Package, you can create the customer domain and check the Customer
Domain box under Domain Configuration.

-7 ROOT [Framnin]

B £ AL Contai | Domain Activity Accounts Licenses 2
A_LicenseContainer .

3 customer Domain Overview

=] demo

(=] gmaudit [ Domain Configuration]
B

Customer Domain:

[Z] CompanyABC
[Z] Demo

] SiteManager
[ support

SECOMEA

TrustGate I
? - o Description: Secomea Intranet Demain
&, Service (Sec-Service)
£, uc-Demo (demo
(]
P+ Y Domain Token: ROOT . SECOMEA
-
ib Save Cancel
&
(]
&

Export Domain Z Import/Merge Domain
] SecomeaStart

(O] test
(ZJ Throughput
(7 ~TinyClients
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NOTE: This checkbox is only accessible for GateManager Administrator ac-
counts created with the roles Server Administrator or Distributor Admin-
istrator.

Ordering Demo Licenses

You can, as Distributor, order Demo licenses via the License Portal. These
licenses must NOT be used for production purposes, but are solely for
demo, test and support purposes.

Demo licenses are automatically installed on your GateManager in a domain
called #License Container. (If the domain does not exist, the License Portal
will create the domain)

=+ ROOT EE=]
[=-4-J # License Centainer
Lﬂ‘ DEMO = (SiteManager Embedded Extended, 1
m‘ DEMO = (SiteManager Embedded Extended, 1
m1 DEMO = (SiteManager Embedded Extended, 1
LJ1 DEMO & (SiteManager Embedded Extended, 5
m‘ DEMO & (SiteManager Embedded Extended, 5
Lj‘ DEMO & (SiteManager Embedded Basic, 2 Age
547 DEMO = (LinkManager #1)
[54 7 DEMO = (LinkManager £2)
547 DEMO = (LinkManager #3)
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APPENDIX D. Recover lost Server Administrator
password

If you have lost your root administrator account information, you can reacti-
vate the default GateManager Server Administrator account via the
GateManager line based console.

Recovery on GateManager model 9250

1. Access the Virtual host using the VMware player, vSphere client or if us-
ing HyperV then the HyperV Manager and connect to the console.

2. Initiate the recovery procedure by typing

recover

XT3-fs (sdbl): rounted filesystem with ordered data rode
eZ2fsck 1.41.12 (17-May-2810)
devsboot: clean, 14-9984 files, 334-9969 blocks

Please press Enter to activate this console. pcnet32 BBBA:82:88.8 ethB: link up

he following comMands are available:

recover Install recover admin account

reset Reset the configuration to factory default
reboot Reboot the appliance

status Show system status

ping Ping a target

lrecover

Created RecoveryAdmin account with well-known password.

Rererber to delete the account on Server > Status page as soon
as you have recovered the server administrator account.

3. The server has now created a recovery login. The account credentials
are:
Username: RecoveryAdmin Password: gatemanager

4. Login to the GateManager Web based GUI for changing account pass-
words, and resend certificates.

5. Once completed, delete the RecoveryAdmin from the Server > Status

menu:
Tree Files Licenses
Status Log Config Certificates Routes Tools Backups AL Password

Attention needed!!

i. RecoveryAdmin account is installed| | Delete

Recovery on GateManager model 8250

1. Connect to the GateManager SSH shell, and login with your Linux root
account (See STEP 0 guide).

2. Initiate the recovery procedure by typing

# gm recover_admin
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ord on -

dinin remowve' when done.

3. The server has now created a recovery login. The account credentials
are:
Username: RecoveryAdmin Password: gatemanager

4. Login to the GateManager Web based GUI for changing account pass-
words, and resend certificates.

5. Once completed, remove the recovery user again, in the SSH shell by
typing:

# gm recover admin remove
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APPENDIX E. Manual installation of licenses

If the GateManager is located in a closed network, or was online when acti-
vation licenses were ordered, you may have to install the licenses manually.
Server Activation License (Soft Dongle)

Before a server activation license (Soft Dongle) has been installed, your Li-
cense status will be as follows:

E Tree | Files | Licenses Iﬂ_ My Account | About | Logoff ]

[ stetos [ shortase T st | oreer

SERVER ACTIVATION LICENSE MISSING
Please and install Server Activation License (Soft Dongle) before proceeding.

You will have received the ordered licenses as attachments to an email from
the License Portal.

The license files may be zipped, so you will need to unzip them first. The un-

zipped text file(s) contains the license(s). Open the text file(s) with e.g.
Notepad.

A license will look like this:

BEGIN DONGLE LICENSE
yalHcPNuNudvepaE5Tc6gTMZ13T8kAgh
hlbINUs-clpdn5tfQOmE6Q-nrHLR2ic4b
NC1lta8BmGkBe4navWEph34wOezVx
END DONGLE LICENSE

1. Copy this license text, and logon to the GateManager server. Go to the Li-
censes Tab, and select Install. Paste the license into the textbox, and click In-

stall. When installing a Server Activation License (Soft Dongle), the server will
restart to activate.

E Tree | Files “ Licensesl. Server | My Account | About | LogofT J

[ staws | shorase TEm=D| oner FEY

Install Server License (Soft Dongle)

Customer ID: 2ocme-gmil [ Inwalid Server License ]
License ID: hREOHgWZOHE L E2xc ErZ 1 HeBuwPER

Paste license certificate here:

®WHCgas4vSg oW 2xngpu 4 L3wyd 2 bDgklka

wiQ D306 T sAlbjnSySaho 1 -KSks 3 Zbwxm

WmilH S MioiLah 3 7 MEs3iWOe 1 LI TEWITVW

onRl&wT2ET BPCWVej

==============END DOMNCLE LICEMSE====s============

Install and Restart
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2. After the license upgrade your Licenses > Status will look like this:

Licenses Used

& £ licenses
. .

S001:342 fHf SSL Client: Standard Pool Oofl =

S001:241 ff LinkManager: Standard Pocl 0Oofl =

S001:341 ff LM Mebile: Standard Pool Dofl =

The soft dongle will always include a “Max. Appliances” license 9001:777
with a value from 25-5000 according to the ordered GateManager mainte-
nance agreement. In the above screen license is based on EasyService
terms indicated by a maximum of 5000.

If you have entered the "Limited Service" agreement, you would have started
out with an Appliance license of 25. Upgrades can be purchased separately,
and are installed the same way. A “Max. Appliance” license upgrade will
have the following format:

======BEGIN LICENSE UPGRADE=====

YSNQ1sPB261KThI4ngNa2sbuByilddUZ

Bm-eYuHYMgX391FwnD10-gYkhrhgjlWa

51sk-ZFI

======END LICENSE UPGRADE======
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Notices

Publication and Copyright
© Copyright Secomea A/S 2012-2016. All rights reserved.

You may download and print a copy for your own use. As a high-level ad-
ministrator, you may use whatever you like from the contents of this docu-
ment to create your own instructions for deploying our products. Otherwise,
no part of this document may be copied or reproduced in any way, without
the written consent of Secomea A/S. We would appreciate getting a copy of
the material you produce in order to make our own material better and — if
you give us permission — to inspire other users.

Trademarks

SiteManager™, LinkManager™, GateManager™ and TrustGate™ are
trademarks of Secomea A/S. Other trademarks are the property of their
respective owners.

Disclaimer

Secomea A/S reserves the right to make changes to this document and to
the products described herein without notice. The publication of this docu-
ment does not represent a commitment on the part of Secomea A/S.

Considerable effort has been made to ensure that this publication is free of
inaccuracies and omissions but we cannot guarantee that there are none.

The following statements do not apply to any country or state where such
provisions are inconsistent with local law:

SECOMEA A/S PROVIDES THIS PUBLICATION "AS IS" WITHOUT WAR-
RANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
OR FITNESS FOR A PARTICULAR PURPOSE. SECOMEA A/S SHALL
NOT BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, CONSE-
QUENTIAL, OR OTHER DAMAGE ALLEGED IN CONNECTION WITH THE
FURNISHING OR USE OF THIS INFORMATION.

Secomea A/S
Denmark

CVR No. DK 31 36 60 38

E-mail: sales@secomea.com
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